Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 


Message Text 


LIMITED OFFICIAL USE 

PAGE 01 ANKARA 09471 311000Z 

14 

ACTION SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO DODE-OO OC-05 CCO-OO /023 W 

071357 

R 310851Z DEC 75 
FM AMEMBASSY ANKARA 
TO SECSTATE WASHDC 1842 

INFO HQ, SIXTH ALLIED TACTICAL AIR FORCE, IZMIR 


LIMITED OFFICIAL USE ANKARA 9471 

DEPT FOR A/SY/DO 

E.O.l 1652: N/A 
TAGS: ASEC 

SUBJECT: IMPROPER TRANSMISSION OF CLASSIFIED MATERIAL 

1. ON DECEMBER 19, 1975, ENVELOPE FROM DEPT OF NAVY, FLEET 
INTELLIGENCE CENTER EUROPE AND ATLANTIC, NORFOLD, VA, 

23511, ADDRESSED TO U.S. DOCUMENT OFFICER, HQ, SIXTH ALLIED 
TACTICAL AIR FORCE, AMERICAN EMBASSY, ANKARA, TURKEY, DEPT OF 
STATE, WASHINGTON, D.C., REGISTRY NUMBER 128618, WAS RECEIVED 

IN STATE UNCLASSIFIED POUCH B-0815, INVOICE A-501. POUCH WAS OPENED 
IN EMBASSY UNCLASSIFIED MAIL ROOM BY FSL EMPLOYEE. HE IMMEDIATELY 
TURNED UNOPENED ENVELOPE OVER TO U.S. C&R EMPLOYEE. 

2. RSO OPENED OUTER ENVELOPE TO DETERMINE IF CLASSIFIED MATERIAL 
INVOLVED. INNER ENVELOPE ADDRESSED AS ABOVE AND MARKED SECRET 
NOFORN. THERE WAS NO EVIDENCE THAT OUTER OR INNER ENVELOPE WERE 
TAMPERED WITH PRIOR TO RECEIPT BY C&R PERSONNEL. INVESTIGATION 
REVEALED THAT ABOVE DOCUMENT MAY HAVE BEEN INADVERTENTLY INSERTED 
INTO POUCH B-0815 IN PLACE OF DIA REGISTERED DOCUMENT 39379, 

WHICH WAS NOT IN POUCH, BUT NOTED ON INVOICE A-501. INVESTIGATION 
REVEALED NO EVIDENCE SUBJECT DOCUMENT WAS COMPROMISED. SUBJECT 
DOCUMENT BEING FORWARDED TO ADDRESSEE THROUGH CLASSIFIED POUCH. 

3. INVESTIGATION CONSIDERED CLOSED AT AMEMBASSY ANKARA. WILL 
NOT SUBMIT NARRATIVE REPLY UNLESS REQUESTED. 
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